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Signify Security for your

Organisation

Signify’s authentication and identity management
services are flexible and can scale to meet the
needs of your business and user community.

Signify for SME's:
5 - 250 users

Signify’s fully managed authentication service
makes corporate strength security affordable and
easily accessible for smaller organisations and
projects at department level.

Signify for Mid-sized Organisations:
250 - 5000 users

Mid-sized corporates and public sector
organisations find that Signify’s proven 24x7
service delivers greater security, reliability and a
much lower Total Cost of Ownership than an in-
house authentication operation.

Signify for Major Enterprises:
5000+ users

Major corporations and public sector bodies have
complex compliance, management and user
support challenges which are addressed by the
rigorous policies and procedures enforced by the
Identity Management Centre (IMC) and automated
Self-service End User Helpdesk.

Signify for Service Providers

ISPs, ASPs, telcos, hosting centres, online banks
and other service providers who are responsible
for handling sensitive data for their customers
can integrate rigorous Signify authentication into
their service portfolio and deliver them to their
clients under their own brand with minimal
upfront investment.
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Signify: a proven track record

Signify was founded in 2000 to solve the problem of
secure management of identity across the extended,
Internet-enabled enterprise.

With a proven record in delivering secure, reliable and
flexible authentication and identity management services
to an ever increasing community of corporate and
government sector clients, Signify continues to build its
reputation as the leader in this fast emerging market sector.

An impressive and growing client list

B&Q Kier Group

CNA Insurance London Borough of

Dept. for Education Tower Hamlets

and Skills (DfES) Norton Rose
Eurotunnel PKF

FTSE International UCI Cinemas
ITNET and many more ...

“We have used the Signify service since 2001 to secure
remote access to e-mail and other IT services over the
internet. The response times and availability of the managed
authentication servers has been consistently good. The
ongoing management and support is simple and streamlined
using the Signify Identity Management Centre (IMC). | would
recommend the service to any other organisation.”

Graham Roberts, Director of IT Infrastructure, Eversheds

“We put the service in last March and there have been no
problems at all. It just works. It's almost embarrassing how
easy it has been.”

Mark Gavin, IT Manager, GIST Logjistics

“I am very impressed with the Signify service, very easy to
use, and works a charm with our current security access.”
Dan Barry, Senior Information Security Analyst,
Marlborough Stirling Ltd
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Combating Corporate Identity Theft




Your travelling staff, teleworkers and customers all need
better access to your business applications. The more you
open up your networks to Internet or wireless connections,
the more you rely on digital identities to

differentiate trusted users from the rest.

Shoulder

surfing Phishing

There are many ways to acquire
another user’s digital identity
and once in the wrong hands,

a stolen identity can provide

a passport into your most
sensitive systems.

Weak Passwords

Network sniffers
and trojans

Spoof
helpdesk calls

Careless
users

Passwords on
Post-It notes
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engineering capture
Stolen Shared
tokens passwords

The Problem:
Corporate Identity Theft

Your users’ digital identities are their keys to your critical
business systems.

If a user’s password or other authentication credentials are
stolen, shared or borrowed, then that user’s entire digital
identity is compromised.

In the wrong hands the stolen identity can be used to
impersonate the victim and gain access to your most
sensitive resources.

This is Corporate Identity Theft.

It is difficult to protect your systems once you have suffered
Identity Theft. An intruder using another person’s identity
can walk through your firewalls, VPNs and other defences
without being challenged and their activities are unlikely

ever to be detected.

‘LOphtCrack’
cracking tools

The Solution:
Secure Management of Identity

You can protect your organisation against Identity Theft
by issuing your users with strong authentication
credentials and helping them to look after them properly.

Signify’s managed service delivers the market-leading
secure authentication products tightly integrated with
management, logistics and user support processes,
making it simple to issue your staff, partners and clients
with trustworthy digital identities.

Now you can be sure that each user really is who they
claim to be, so you can confidently allow them to access
your most sensitive business information from any location.

Until now truly effective security has been available only
to the largest enterprises, but Signify’s unique, service-
based approach makes it quick and cost effective for
organisations of all sizes to deploy and manage secure
digital identities across their entire user community.
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Secure Authentication and Identity Management
A key part of your security strategy

The authentication of your user’s digital identities is a critical component of any
corporate security strategy. However much you invest in systems such as firewalls and
VPNs; without coherent and auditable policies and procedures to manage the roll-out,
operation and revocation of passwords, tokens or other authentication credentials to
your users, the security of your entire infrastructure can be at risk.

Introducing Signify®: The Secure Authentication Service

Signify delivers Secure Authentication and
Identity Management services to help you
combat Corporate Identity Theft.

Flexible authentication for all
your users

From basic passwords to one-time
passcodes, tokens and USB devices: there’s
no single authentication technology that
suits all users, applications and budgets.
So Signify provides a complete range of
services allowing you to provide the
appropriate grade of identity credential to
each of your users to best fit their security
privileges and mode of working.

Integrated under the Signify
IMC

Signify’s services are all managed via the
unique, ldentity Management Centre
(IMC) web portal.

The IMC implements policy-based
procedures, automated logistics and user
helpdesk services to cut your support
overheads and ensure that your users’
online identities are secure and can be
trusted at all times.

It takes more than just
technology

Authentication and identity management
is the area of e-Security that most directly
impacts your end users, and user
problems simply cannot be solved by
technology alone.

Authentication
Technology
Secure +
. —— Management Policy
Identlty & Procedures
Management +
User-friendly Logistics
& Support

Reliable, ready-to-run
infrastructure

Signify’s proven managed service provides a
complete authentication infrastructure which
you can instantly adopt, integrate into
your business applications and roll out to
your extended user community without
having to go through the pain of building
the entire technical, procedural, logistics
and support framework from scratch.

wherever it is located on the Internet.

/Secure sign-on for the Internet

The boundaries between organisations are blurring as we outsource business
operations and extend access to our customers and partners. Rather than having
to carry multiple authentication devices, our users simply want a single, secure
identity which they can use to access any resource that they need to do their job,

Signify is Europe’s first and leading Identity Provider (IdP): a new breed of specialist
service provider created to deliver secure identity management as an essential, cross-
organisational, strategic business solution. By offering an independent, secure

authentication service, there's no need for every organisation to run their own system.

With their single Signify identity, users now can access all the online services they
Qeed. Signify truly delivers secure sign-on for the entire Internet. /

~

The Signify Managed
Service Portfolio
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SMS Mobile Phone
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Blackberry®
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